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INTELL. PROP. L. BULL.

INTRODUCTION

A "troll," in the intellectual property context, is typically defined
as a non-producing entity that sues to enforce narrow intellectual
property rights against alleged infringers.' While patent trolls are
currently a focus of national conversation and legislative reform,2

copyright trolls also cause harms that warrant attention and active
deterrence. The copyright troll business model has evolved to the
point where not only non-producing entities but also legitimate
copyright holders use coercive trolling tactics to generate revenue.3

Courts currently act as gatekeepers in the mass litigation claims
brought against putative copyright infringers.4 However, copyright
holders' use of troll-tactics to enforce their rights perpetuates abuse
of the courts and undermines the policy underlying copyright law.5

The Federal Rules of Civil Procedure and individual court
actions taken by certain District Court judges have acted as firewalls
against abusive tactics and frivolous claims.6 However, long-term
deterrence of intellectual property rights holders' troll-like behavior
should come from Congress because the courts lack the resources to
police and prevent troll-tactics as the business model evolves. This
Article argues that legislative action provides the uniform and
systemic legal change necessary to disrupt and stop the copyright
trolling business model.

Part I discusses how the copyright system, and specifically the
current Copyright Act,7 encourages troll behavior despite the Act's
intent to protect copyright owners and authors. Part II examines the
history and similarities between copyright and patent troll-tactics, and
parallels the strategies in the two fields. Part III outlines the harms
arising from copyright troll-tactics. Part IV proposes statutory and
judicial solutions aimed at combating these harms.

1. See PRESIDENT'S COUNCIL OF ECON. ADVISERS, NAT'L ECON, COUNCIL & OFFICE
OF SCI. & TECH. POL'Y, EXECUTIVE OFFICE OF THE PRESIDENT, PATENT ASSERTION AND
INNOVATION 3-4 (2013), available at
http://www.whitchouse.gov/sites/default/files/docs/patent-report.pdf Ihereinafter WHITE HOUSE
REPORT].

2. See, e.g., VT. STAT. ANN. tit. 9, §§ 4195-99 (West 2014); IDAHO CODE ANN. §§ 48-
1701-07 (West 2015); GA. CODE ANN. § 10-1-771 (a) (West 2015) ("A person shall not make a
bad faith assertion of patent infringement.").

3. See infra Part II.B.1.

4. See infra Part II.B.

5. The underlying policy of copyright law is "to promote the Progress of Science and
useful Arts, by securing for limited Times to Authors and Inventors the exclusive Right to their
respective Writings and Discoveries." U.S. CONST. art. I, § 8, cl. 8.

6. See infra Part II.B (discussing Judge Wright of the District Court for the Central
District of California).

7. 17 U.S.C. §§ 101-810 (2012).

[Vol. 19:2138
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I. COPYRIGHT SYSTEM PROTECTS WORKS OF AUTHORSHIP BUT

ENCOURAGES TROLL-TACTICS

A. THE CONSTITUTION'S INTEREST IN ENCOURAGING COPYRIGHTED WORKS

"The Congress shall have Power ... To promote the Progress of
Science and useful Arts, by securing for limited Times to Authors and
Inventors the exclusive Right to their respective Writings and
Discoveries." This is the Copyright Clause, and is the origin of U.S.
copyright law. It grants a limited monopoly over a work of authorship
to incentivize the production of desirable "useful Arts" by providing
the necessary economic benefit of exclusivity.9 The U.S. copyright
regime gives copyright holders the ability to enjoin infringement and
extract an economic toll from people who infringe on their "bundle of
rights."'0 "The purpose of copyright is to create incentives for creative
effort.""

B. PROTECTIONS AND RELIEF OFFERED TO LEGITIMATE COPYRIGHT HOLDERS

1. The 1976 Copyright Act

Copyright law grants the author of an original work fixed in a
tangible mediuml2 a bundle of rights relating to the work, the right to:
to publish, adapt, reproduce, display, perform, and distribute the
copyrighted work.'3 The law also offers various remedies for
infringement. Rights holders can seek an injunction against the
infringing activity;14 the impounding and destruction of infringing
works;'5 and either actual damages suffered by the copyright holder
as a result of the infringement, as well as any profits the infringer
earned,16 or statutory damages of "a sum of not less than $750 and not
more than $30,000" for all infringements,17 and up to $150,000 if the
copyright holder can prove to the court that the infringement was
willful.' 8 The extraordinary statutory damages for copyright
infringement makes copyright trolling an attractive business for non-
producing entities as well as legitimate copyright holders.

Like copyrights, patent rights can be bought and sold.19

8. U.S. CONST. art. I, § 8, cl. 8.
9. HOWARD ABRAMS, THE LAW OF COPYRIGHT § 1:3 (2014).

10. 17 U.S.C. § 504(b)(1) (2012).

11. Sony Corp. of Am. v. Universal City Studios, Inc., 464 U.S. 417,450 (1984).

12. 17 U.S.C. § 102 (2012).

13. 17 U.S.C. § 106 (2012).
14. 17 U.S.C. § 502 (2012).

15. 17 U.S.C. § 503 (2012).

16. 17 U.S.C. § 504(a) (2012).
17. Id. § 504(c)(1).

18. Id. § 504(c)(2).

19. Patents are owned by the natural-person or people listed as the inventors on the
patent. Patents grant owners a limited monopoly over the right to make, use, offer for sale, sell,
and import the object or process covered by the patent. Neel U. Sukhatme, Regulatory
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INTELL. PROP. L. BULL.

However, unlike patents, the bundle of distinct rights in a copyrighted
work can be parsed out or licensed individually.20 This permits the
situation in which the entity alleging infringement is not the "artist"
(i.e., creator of the work). As Shyamkrisha Balganesh noted in his
recent scholarship, this division of rights undermines the law's
original intent to provide incentives for authors to continue producing
useful arts, while also allowing authors to individually balance the
costs and benefits of both production of a work and enforcement
against infringement of that work.21

Balancing the costs and benefits to producing a work against the
costs and benefits of enforcement, an author might decide that it is
more efficient to allow infringement because it generates some other
benefit such as goodwill or name recognition, or because enforcing
the copyright is too costly or not sufficiently beneficial to the holder.
However, when the incentive and the cost to create a work are
separated from the right to prosecute infringement of the work, there
is no counterbalance to whether a copyright holder should prosecute
the infringement. If exacting statutory penalties for infringement
comes with little cost-either because the cost of litigation is less than
the statutory damages award, or because there is no attendant costs
for creating the work in the first place, or because the prosecutor will
not feel the harm to the work's or the author's goodwill-then
prosecuting every instance of infringement, even every potential
infringement, becomes highly rewarding for the entity that holds the
right to sue for it.

II. THE EVOLUTION OF THE COPYRIGHT TROLL BUSINESS MODEL

FROM THE PATENT TROLL MODEL

A copyright troll is a plaintiff that seeks damages for
infringement of copyrighted works it owns in whole or in part, for the
purpose of generating revenue rather than deterring future
infringement of the work.22 Mark Lemley described this type of
behavior in the patent context, stating that suing multiple defendants
and forcing multiple low-value settlements without having an interest

Monopoly and Differential Pricing in the Market for Patents, 71 WASH. & LEE L. REV. 1855,
1857 (2014). Like other forms of intellectual property, the bundle of rights awarded by a patent
can be assigned or licensed by the patent owner. See JOHN MILLS, DONALD REILEY, Ill &
ROBERT HIGHLEY, PATENT LAW BASICS § 12:3 (2014). An assignment of a patent must be
registered with the United States Patent and Trademark Office, and the assigning and receiving
parties can be individuals, companies, or organizations. See Frequently Asked Questions About
Assignments, U.S. PATENT & TRADEMARK OFFICE,
http://www.uspto.gov/faq/assignments.jsp#g10assn020 (last visited Apr. 15, 2015); EPAS Online
Help: Frequently Asked Questions About Assignments, U.S. PATENT & TRADEMARK OFFICE,
http://epas.uspto.gov/epas/help.html (last visited Apr. 11, 2015).

20. 17 U.S.C. § 201(d)(2) (2012).

21. Shyamkrisha Balganesh, The Uneasy Case Against Copyright Trolls, 86 S. CAL. L.
REv. 723,748 (2013).

22. See Copyright Troll, WIKIPEDIA, http://cn.wikipedia.org/wiki/Copyrightjtroll (last
modified Jan. 9,2015).

[Vol. 19:2140
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in actually litigating the infringement is a "bottom feeder" model.23

Like the patent troll model, copyright trolling features non-producing
entities24-an entity other than the original author of the copyrighted
work that enforces rights to sue for infringement, which does not
produce works itself.25 Copyright trolls typically bring claims against
multiple unidentified "Doe" defendants,26 and use the subpoena
power of the courts to compel Internet Service Providers (ISPs) 27 to
disclose customer information about the alleged individual infringers.
Trolls typically send threatening demand letters en mass to the
alleged infringers, threatening to pursue full statutory sanctions if the
recipients do not agree to pay a settlement fee that usually ranges
between $2,500 and $5,000.28 Most recipients of these letters settle
whether or not they are guilty of infringement.29 Critics regard trolls
as non-producers that game the patent and copyright laws for
pecuniary gain.30 However, producers of copyrighted works that use
trolling tactics to generate revenue from infringement also deserve
criticism, and are also worthy subjects of reform.

A. PATENT TROLLING

To contextualize copyright trolling, it is instructive to examine
patent trolling, and how Congress addresses the associated harms.

23. Mark A. Lemicy & A. Douglas Melamed, Missing the Forest for the Trolls, 113
COLUM. L. REv. 2117,2126 (2013).

24. As an example of a non-producing entity in the patent context, some members of the
press and the anti-troll community contend that Intellectual Ventures, LLC is a very large
patent troll, because it possesses a stock pile of patents which it does not practice, and merely
asserts its rights in against alleged infringers. See Victoria Slind-Flor, Intellectual Ventures,
Achte/Neunte: Intellectual Property, BLOOMBERG (Dec. 8, 2010),
http://www.bloomberg.com/news/2010-12-09/intellcctual-ventures-achte-neunte-intellectual-
property.html. In 2013, Intellectual Ventures sought $3 billion in investments for a fund to
purchase patents, and patent licensing rights. Sabrina Willmer, Intellectual Ventures to Seek $3
Billion for Patent Fund, BLOOMBERG (Aug. 28, 2013), http://www.bloomberg.com/news/2013-
08-28/ex-microsoft-cto-to-seek-3-billion-for-patent-fund.html. A copyright non-practicing entity
operates in a similar fashion, and historically consisted of a group of lawyers acting on behalf of
a "client's" interests. In the case of Prenda Law, the companies that held the assigned rights in
the copyrighted work were shell companies owned by Prenda attorneys, who filed claims on
behalf of these "clients" for infringement. See infra Part II.B.

25. Copyrights vest automatically in the author of the work, or if the work is made for
hire or assigned, in the author's employer. In the copyright troll context, enforcement focuses
on online infringement, specifically in relation to movies and music. Thus, the original creator of
a work is the person or people who made the musical composition, sound recording, or movie.

26. See Copyright Trolls, ELEC. FRONTIER FOUND., https://www.eff.org/issues/copyright-
trolls (last visited Apr. 11, 2015).

27. ISP, DICTIONARY.COM, http://dictionary.reference.com/browse/isp ("Internet Service
Provider: a company that offers access to the Internet and to email, usually for a monthly fee.").

28. See Richard Acello, How Two California Solos Helped Take Down 'Porn Troll'
Prenda Law, ABA JOURNAL (Jan. 1, 2014),
http://www.abajournal.com/magazine/article/how two-california-solos-helpedtakedownpor
n-troll-prendalaw.

29. See Leah Chan Grinvald, Policing the Cease-and-Desist Letter, 49 U.S.F. L. REV.
(forthcoming 2015) (explaining reasons for the effectiveness of these letters).

30. Lemley & Melamed, supra note 23, at 2128.
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Peter Detkin coined the term "patent troll" in 2001,31 while working
for Intel as Vice President and Assistant General Counsel,32 to
describe an owner of a patent that is usually purchased from a third
party, which does not, and does not intend to, practice the patent.33

Instead, a patent troll asserts its rights against alleged infringers in
order to extract a settlement or licensing agreement.34 Put simply,
patent trolls are patent owners whose primary business is collecting
money from other people or entities that allegedly infringe their
patents.35 Patent trolls "acquire patents solely for the purpose of
extracting payments from alleged infringers."3 6

Examples of notable patent troll behavior include suing to claim
ownership over the technology to offer free WiFi in a shop, and over
the concept of the online shopping cart.37 Defenders of non-practicing
entities argue that legislative action targets them unfairly because
research universities and large technology companies also hold many
patents that they do not actively practice, and also assert their rights
to license or combat infringement.38 In response, a more refined
definition of patent troll has recently emerged-"an entity that uses
patents primarily to obtain license fees rather than to support the
development or transfer of technology," and obtains those fees by
engaging in abusive lawsuits.39

A 2013 White House Report on patent trolls 40 lists seven criteria

31. Joff Wild, The Real Inventors of the Term "Patent Troll" Revealed, IAM (Aug. 22,
2008), http:/www.iam-magazine.com/(X(1 ))/blog/Dctail.aspx?g=cff2afd3-c24c-42e5-aa68-
a4b4e7524177.

32. Id.

33. Id.
34. The concept of the intellectual property troll seems to come, anecdotally, from the

story of The Three Billy Goats Gruff, in which a troll lies in wait under a bridge he has not built
and demands a toll from those who would put it to its intended use. See Susan Decker, What is a
Patent Troll? Congress, Courts Try to Find Out, BLOOMBERG BUSINESSWEEK (Apr. 1, 2014),
http://www.bloomberg.com/news/articles/2014-04-01/what-is-a-patent-troll-congress-courts-try-
to-find-out.

35. WHITE HOUSE REPORT, supra note 1, at 4.

36. Id.; see also Peter J. Toren, "Who Are You Calling a Patent Troll?," NAT'L L.J. (Mar.
17, 2014),
http://www.nationallawjournal.com/home/id=1202646759738?slrcturn=20140230230843 (arguing
that the term "patent troll" is overused and applied too broadly to describe non-practicing
entities who assert their rights in patents); Brian W. Hannon & Margaret M. Welsh, Challenges
of Defining a Patent Troll, BLOOMBERG BNA (July 29, 2013), http://www.bna.com/challenges-
of-defining-a-patent-troll/.

37. Abusive Patent Litigation: The Impact on American Innovation and Jobs, and
Potential Solutions: Hearing Before the Subcomm. on Courts, Intellectual Property, and the
Internet of the H. Comm. on the Judiciary, 113th Cong. 7 (2013), available
athttp://iudiciary.house.gov/hearings/printers/113th/113-13_79880.PDF (statement of Rep.
Robert W. Goodlatte).

38. Tony Rom, Interview with Peter Detkin, POLITICO (Aug. 30, 2013),
http://www.politico.com/story/2013/08/peter-detkin-of-intellectual-ventures-q-and-a-96117.htmi.
See generally WHITE HOUSE REPORT, supra note 1.

39. Colleen Chien, Presentation to the DOJWFTC Hearing of PAEs: Patent Assertion
Entities (Dec. 10, 2012), available at
http://papers.ssrn.com/sol3/papers.cfm'?abstract-id=2187314.

40. WHITE HOUSE REPORT, supra note 1.

[Vol. 19:2142
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to identify patent trolls and troll-tactics: (1) the entity does not
practice its patents; (2) it does not help with technology transfer; (3) it
waits until after industry participants have made irreversible
investments before asserting patent rights; (4) it acquires patents
solely for the purpose of extracting payments from alleged infringers;
(5) it takes advantage of its non-practicing entity status during
litigation because it cannot be counter-sued for patent infringement;
(6) it acquires patents with broad or unclear claims and asks alleged
infringers for relatively small "licensing" or settlement fees; and (7) it
hides behind numerous shell companies, using non-disclosure
settlement agreements so that other defendants cannot marshal their
collective experience.41

B. COPYRIGHT TROLLING

Currently, the White House and Congress are focusing attention
on regulating patent law so as to eradicate patent trolling. Officials
view patent trolling as deterring innovation and wasting time and
money in litigation defense that would otherwise be spent on
innovation.42 There is also popular interest in regulating the behavior
of these non-practicing entities.4 3 As of April 2015, sixteen bills have
been introduced in Congress44 intended to address the harms of
patent trolling.45 Additionally, in April 2014, the U.S. Supreme Court
cases Octane Fitness, LLC v. Icon Health & Fitness, Inc.46 and
Highmark Inc. v. Allcare Health Management System, Inc.,"4
established that a successful defendant against an "unreasonable"
patent infringement suit may be awarded costs and attorney's fees by
a district court.48

41. Id. at 4.
42. Id. at 9.
43. Diane Bartz, U.S. High Court Takes Up Case Involving Ambiguous Patents, REUTERS

NEWS (Apr. 28, 2014), http://www.reuters.com/article/2014/04/28/usa-court-nautilus-biosig-
idUSL2NONHIVB20140428; Diane Bartz, Anti-trolling Bill Faces Questions in U.S. Hearing,
REUTERS NEWS (Mar. 14, 2013), http://www.reuters.com/article/2013/03/14/patent-congress-
idUSL1NOC65IG20130314?feedType=RSS&feedName=everything&virtualBrandChannel=1 15
63.

44. Of the sixteen total bills, nine were introduced in the House of Representatives and
seven in the Senate. See Patent Progress's Guide to Federal Patent Reform Legislation, PATENT
PROGRESS, http://www.patentprogrcss.org/2014/03/04/patent-progresss-guide-to-patent-reform-
legislation/ (last visited Apr. 11, 2015).

45. Id.

46. 134 S. Ct. 1749 (2014).

47. 134 S. Ct. 1744 (2014); see also Susan Decker, Patent Suit Losers Should Pay Victors'
Legal Fees: SCOTUS, BLOOMBERG (Apr. 29, 2014), http://www.bloomberg.com/news/2014-04-
29/supreme-court-eases-rules-for-winners-to-collect-patent-fees.html.

48. "We have long recognized a common-law exception to the general 'American rule'
against fee-shifting-an exception, 'inherent' in the 'power [ofj the courts' that applies for
'willful disobedience of a court order' or 'when the losing party has 'acted in bad faith,
vexatiously, wantonly, or for oppressive reasons. Octane Fitness, LLC v. ICON Health &
Fitness, Inc., 134 S. Ct. 1749, 1758 (2014) (quoting Alyeska Pipeline Scrv. Co. v. Wilderness
Soc'y, 421 U.S. 240, 258-59 (1975)). "Our holding in Octane settles this case: Because § 285
commits the determination whether a case is 'exceptional' to the discretion of the district court,

2015] 143
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It is possible to transfer the concepts of regulating patent trolls in
order to protect producing entities and prevent the chilling effects on
the market to the copyright context. The White House Report's seven
identifiers of patent-troll behavior easily apply to the tactics of
Prenda Law, Inc., a well-known copyright troll and now-defunct law
firm comprising of three attorneys.49 As chronicled to hilarious effect
on various websites,50 and in a more straightforward manner by legal
news sources,5 1 Prenda Law was a copyright "porn troll." Prenda built
a business suing thousands of Doe defendants on behalf of their
clients AF Holdings LLC and Ingenuity 13 LLC, for allegedly
downloading pornographic movies over the peer-to-peer network
BitTorrent.52 The District Court for the Central District of California
described Prenda's clients as shell companies that were actually
owned by Prenda's attorneys.53

The court stated in its findings of fact:
[Prenda's] litigation strategy consisted of monitoring BitTorrent
download activity of their copyrighted pornographic movies,
recording [Internet Protocol (IP)] addresses of the computers
downloading the movies, filing suit in federal court to subpoena
Internet Service Providers ("ISPs") for the identity of the
subscribers to these IP addresses, and sending cease-and-desist
letters to the subscribers, offering to settle each copyright
infringement claim for about $4,000.54

Prenda's troll-tactics were further described in a recent opinion
by the District Court for the District of Minnesota.55 The court noted
that Prenda asked the court for permission to conduct discovery

that decision is to be reviewed on appeal for abuse of discretion." Highmark Inc. v. Allcare
Health Mgmt. Sys., Inc., 134 S. Ct. 1744, 1748 (2014).

49. See, e.g., Bethany Krajelis, Prenda Saga Continues as Appeals Over Sanctions Move
Forward, MADISON-ST. CLAIR RECORD (Feb. 13, 2014),
http://madisonrecord.com/news/262882-prenda-saga-continues-as-appeals-over-sanctions-move-
forward.

50. See, e.g., Stories About: "Prenda Law," TECHDIRT,
https://www.techdirt.com/blog/?company=prenda+law (last visited Apr. 11, 2015); David
Kravets, Judge Asks IRS, Feds to Investigate Copyright-Trolling Attorneys, WIRED (May 6,
2013), http://www.wired.com/2013/05/copyright-trolling-attorneys/; Prenda Law, POPEHAT,
http://www.popehat.com/tag/prenda-law/ (last visited Apr. 11, 2015).

51. See, e.g., Tag Archives: Prenda Law, MADISON-ST. CLAIR RECORD,
http://madisonrecord.com/tags/prenda-law (last visited Apr. 11, 2015). The Madison-St. Clair
Record is the source for legal news in the trolling attorneys' hometown.

52. Joe Mullin, "Porn Troll" Prenda Law Sanctioned in Defamation Lawsuit, ARS
TECHNICA (Jan. 23, 2014), http://arstechnica.com/tech-policy/2014/01/porn-troll-prenda-law-
sanctioned-in-defamation-lawsuit/. See also Ingenuity 13 LLC v. John Doe, No. 2:12-cv-8333-
ODW (JCx), 2013 WL 1898633 (C.D. Cal. May 6, 2013); AF Holdings LLC v. Doe, No. 12-1445
(JNE/FLN), 2014 WL 1285757 (D. Minn. Mar. 31, 2014).

53. Ingenuity 13, 2013 WL 1898633, at *2 ("Steele, Hansmeier, and Duffy ('Principals')
are attorneys with shattered law practices. Seeking easy money, they conspired to operate this
enterprise and formed the AF Holdings and Ingenuity 13 entities (among other fungible
entities) for the sole purpose of litigating copyright-infringement lawsuits. They created these
entities to shield the Principals from potential liability and to give an appearance of
legitimacy.").

54. Id.
55. AF Holdings, 2014 WL 1285757, at *1.

144 [Vol. 19:2
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before the required Rule 26(f) 56 discovery management conference,
and used the court's power to subpoena the ISPs for the name,
current address, permanent address, telephone number, e-mail
address, and media access control address of the customer associated
with the IP address who had allegedly infringed AF Holdings' rights.57

Prenda subpoenaed the customer records of every IP address owner
its scanning software indicated had participated in the copying or
distribution of the copyrighted work." The Prenda Law lawyers acted
as copyright trolls, meeting nearly all seven indicators of a patent troll
as described by the White House Report, but in the copyright
context.59

The White House Report's first and fourth factors identify
patent trolls as entities that do not "practice the patent," and acquire
rights solely for the purpose of extracting payment from alleged
infringers.60 Like the non-practicing entities, Prenda acted as a non-
producing entity that only acquired limited rights in the copyrighted
works. Prenda's clients only used the rights as a basis for infringement
suits. The rights they acquired were so narrow, however, that they
likely could not have done anything else with them.

The White House Report's third factor states that a trolling
entity waits until after potential defendants have made irreversible
investments before asserting its rights. Copyright law differs from
patent law in terms of what actions qualify as infringement, making
this factor difficult to evaluate in the copyright context.61 However,
court documents show that Prenda uploaded the copyrighted works
to BitTorrent sites and then brought infringement suits against
anyone who subsequently downloaded the files.62 This "honey pot" or
fishing tactic of inducing users to download a copyrighted work and
then suing for infringement closely parallels the behavior of a patent
troll bringing suit once the defendant has -unintentionally or
otherwise-integrated the patented technology into their product.

56. FED. R. Civ. P. 26(f) (requiring parties to have a mandatory conference prior to
conducting discovery).

57. Id.
58. AF Holdings, 2014 WL 1285757, at *1.
59. see WHITE HOUSE REPORT, supra note 1, at 4. Prenda did not meet the second factor

specifying that the entity does not help with technology transfer, because the ideas-or
technology-contained in patents are not copyrightable, thus this element is inapplicable in the
copyright context. See id. at 4.

60. Id.

61. Copyright infringement is any act that "violates any of the exclusive rights of the
copyright owner." 17 U.S.C. § 501(a) (2012). As opposed to infringement in patent law where
the infringer had to produce or otherwise possess a patented work or induce another to produce
it, "whoever without authority makes, uses, offers to sell, or sells any patented invention, within
the United States, or imports into the United States any patented invention during the term of
the patent therefor, infringes the patent." 35 U.S.C. § 271(a) (2012).

62. See Defendant Paul Oppold's Objection to Report and Recommendation of
Magistrate, First Time Videos, LLC v. Oppold, No. 6:12-CV-01493-CEH-KRS (M.D. Fl. June 3,
2013).
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Factor seven of the White House Report's troll indicators
specifies that the entity uses shell companies to bring suits.63 Judge
Wright of the Southern District Court of California found that AF
Holdings LLC and Ingenuity 13 LLC were Prenda's shell
companies.M The White House Report's fifth factor states that the
entity takes advantage of its non-practicing status during litigation
because it cannot be counter-sued.65 The alleged copyright infringers
did not know they were being sued until after Prenda secured their
personal contact information from the ISPs and sent demand letters.66

Since Prenda's clients were shell companies, they could not be
effectively counter-sued because shell companies exist only on paper,
with no employees or offices.67 Additionally, the case indicated that
the companies were fraudulently founded-the individuals listed on
corporate formation documents were victims of identity theft or did
not exist.6 By representing these shell companies in federal court,
Prenda's attorney could be held in contempt of court for abusing the
civil litigation system and misrepresenting the facts to the court.69

The sixth factor specifies that the entity acquires broad or
unclear claims, and asks alleged infringers for relatively small

63. WHITE HOUSE REPORT, supra note 1, at 4.

64. Ingenuity 13 LLC v. John Doe, No. 2:12-cv-8333-ODW (JCx), 2013 WL 1898633, at
*2 (C.D. Cal. May 6, 2013).

65. WHITE HOUSE REPORT, supra note 1, at 4.
66. Letter from Joseph Perca, Attorney, to John Doe (May 8, 2012) (on file with author).

67. Michael Findley, Daniel Nielson & Jason Sharman, Launderers Anonymous,
ECONOMIST (Sept. 22, 2012), http://www.economist.com/node/21563286.

68. Allan Cooper-the housekeeper of a Prenda lawyer, and according to documents
filed by Prenda on behalf of AF Holdings and other clients, the CEO of AF Holdings-stated
that his signature was forged on the corporation's foundational and other documents used by
Prenda in the copyright infringement cases brought on behalf of their clients. AF Holdings LLC
v. Doe, No. 12-1445 (JNE/FLN), 2014 WL 1285757 (D. Minn. Mar. 31, 2014). Mr. Cooper's
attorney filed a letter with the District Court of Minnesota in 2012, presenting his client's
concerns that he was fraudulently being listed as a corporate officer on various shell companies
actually created and operated by his employer and Prenda attorney, John Steele. See AF
Holdings LLC v. Magsumbol, No. 3:12-CV-04221, 2013 WL 1343182 (N.D. Cal. Feb. 1, 2013).
This letter was also entered as a trial document into a case brought by AF Holdings in the
District Court for the Northern District of California. See AF Holdings LLC v. Trinh, No. 3:12-
cv-02393, 2012 WL 7061580 (N.D. Cal. Dec. 14, 2012). To which to court responded, "If Mr.
Cooper's concerns are well-founded, then the assignment in this suit (and perhaps a great many
further documents associated with AF Holdings) are essentially forgeries which cannot support
standing." Joint Case Management Conference Statement and [Proposed] Order, Trinh, No.
3:12-cv-02393 (N.D. Cal. Dec. 7, 2012), available at
https://dietrolldie.files.wordpress.com/2012/12/cmc-statement_02393ca.pdf.

69. Lightspeed Media Corp. v. Smith, No. 3:12-CV-889-DRH-SCW, 2014 WL 1244079, at
*4 (S.D. Ill. Mar. 24, 2014) ("While the Court was unable to nail down any specific lies due, in
significant part, to plaintiff's counsel excellent 'attorney speak', the misrepresentations and half-
truths presented indicate plaintiff's counsel's clear disrespect of the Court."). A court might
impose sanctions under Rule 11(b) of the Federal Rules of Civil Procedure if it finds the suit has
been filed for an improper purpose (to harass Doc defendants into settlement money), or that
the factual contentions have evidentiary support (when the client companies have been
fraudulently formed and are thus invalid as legal entities). See FED. R. Civ. P. 11. The District
Court for the Central District of California created a chart showing, to the best of its knowledge,
the personas and entities involved in the Prenda Law trolling business model. See Ingenuity 13,
2013 WL 1898633, at *5.
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settlement fees.0 Prenda's clients allegedly acquired very narrow
rights in the copyrighted works, and specifically targeted to the
BitTorrent context. Prenda then used the courts' subpoena power to
obtain customer records from ISPs. Prenda's demand letters
exploited the unidentified status of the defendants and offered to
settle the claim for a payment of fees lower than litigation costs or
maximum potential statutory penalties.

Prenda's actions mirrored the relevant patent troll indicators
stated in the White House Report. Prenda was a copyright troll
because it brought mass litigation actions against Doe defendants,
asserted limited copyrights in works allegedly infringed by BitTorrent
users, sent demand letters for low settlement fees, and withdrew from
litigation as soon as the fees were paid, or when pursuing legal action
appeared costlier or more risky than initially anticipated.7

Furthermore, as noted by multiple courts, Prenda brought frivolous
lawsuits without conducting sufficient investigations as to whether
they targeted the proper defendants.72

1. Copyright Producers Who Use Troll-Tactics
As producing entities begin to conduct massive and often

frivolous copyright litigation, using the same information-gathering
and demand-letter tactics as Prenda, copyright troll-tactics are no
longer exclusive to non-producing entities. Both the copyright troll
business model and the non-troll model rely on mechanical adherence
to the existing statutory scheme for the enforcement of copyrights.
The copyright troll's objective through enforcement is to extract
settlement revenues, ignoring the other legal and statutory avenues
available to copyright holders faced with infringement, such as
allowing the infringement, sending cease-and-desist letters, using the
Digital Millennium Copyright Act's (DMCA) notice-and-take-down
procedures,73 or using other measures to protect the copyrighted
work.

For example, Malibu Media is an adult film company that has
followed the copyright troll business model, as opposed to using other
available copyright remedies to punish and deter infringement.74

Unlike Prenda Law, Malibu Media allegedly owned the copyrights in

70. WHITE HOUSE REPORT, supra note 1, at 4.

71. Timothy B. Lee, Panicked Porn Troll Prenda Law Now Dismissing Pending Lawsuits,
ARS TECHNICA (Mar. 15, 2013), http://arstechnica.com/tech-policy/2013/03/panicked-porn-troll-
prenda-law-now-dismissing-pending-lawsuits/.

72. AF Holdings LLC v. Navasca, No. C-12-2396 EMC, 2013 WL 450383 (N.D. Cal. Feb.
5,2013).

73. 17 U.S.C. § 512(c)(1)(C) (2012) ("A service provider shall not be liable for monetary
relief... if the service provider... upon notification of claimed infringement... responds
expeditiously to remove, or disable access to, the material that is claimed to be infringing or to
be the subject of infringing activity.").

74. Malibu Media: EFF Calls For Court Sanctions For Copyright Troll's Public
Humiliation Tactic, ELEC. FRONTIER FOUND., https://www.eff.org/cases/malibu-media (last
visited Apr. 11, 2015).
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works on which it brought enforcement actions." However, similar to
Prenda Law, Malibu Media actively searched for infringers by
scanning BitTorrent sites to uncover the identities of users who
downloaded or shared the download swarm.76 Malibu Media then
sued the people associated with the IP addresses as Doe defendants
and used the subpoena power of the courts to extract customer
information from the ISP in order to send a settlement demand
letter.77 In its initial filings, Malibu Media also listed the titles of other
works the Doe defendants allegedly downloaded as "Exhibit C."71

The works listed in Exhibit C comprised a list of salaciously named
film titles so vulgar courts and journalists declined to republish
them.79 Malibu Media did not own any copyrights in these works, and
including them in the exhibit served no purpose except to embarrass
and harass the Doe defendants into settlement.0

Malibu Media filed over 1,000 lawsuits in 2013, and each
included an Exhibit C listing other non-relevant works the defendants
allegedly downloaded."1 The courts sanctioned Malibu Media for
using this tactic, finding that it aimed merely to embarrass the
defendants into a quick settlement to prevent the offensive titles from
being associated with defendants in the public record, even when the
person did not actually download or distribute the work.82 The
addition of Exhibit C made otherwise legitimate copyright
infringement claims frivolous by appending material that had nothing
to do with the complaint. These practices are inefficient and waste the
court's time and resources.

75. Copyright Infringement Law-Malibu Media Affirmative Defenses to Copyright
Infringement (Adult Porn Movies), VONDRAN LEGAL (Jan. 26, 2015),
http://vondranlegal.com/coyright-lawyer-defend-malibu-media-lawsuit-copyright/.

76. Ernesto, Verizon Asked to Share "Six Strikes" Alerts for BitTorrent Lawsuit,
TORRENT FREAK (Apr. 2, 2013), https://torrentfreak.com/verizon-asked-to-share-six-strikes-
alerts-for-bittorrent-lawsuit-130402/.

77. IP Address Does Not Identify a Person, Judge Tells Copyright Troll in BitTorrent
Case, NETWORK WORLD (Mar. 24, 2014),
http://www.networkworld.com/article/2226598/microsoft-subnet/ip-address-does-not-identify-a-
person-judge-tells-copyright-troll-in-bittorrent-ca.html.

78. Joe Mullin, Porn Troll Malibu Media Sanctioned for Trying to Embarrass Defendants,
ARS TECHNICA (Sept. 11, 2013), http://arstechnica.com/tech-policy/2013/09/porn-troll-malibu-
media-sanctioned-for-trying-to-cmbarrass-defendants/.

79. Id.
80. Id.
81. See Cases Between January 1, 2013 and December 17, 2013 Matching "Malibu Media,"

JUSTIA, http://dockets.justia.com/scarch'?query=malibu%20media&cases=between&after=2013-
1-1&before=2013-12-17 (last visited Apr. 11, 2015) (providing a sample of cases where Malibu
Media used this tactic).

82. Judge Conley issued sanctions against Malibu Media of $200 per case where it
attached an Exhibit C, which the court concluded was intended "to harass and intimidate
defendants into early settlements by use of the salacious nature of others' materials, rather than
the merit of its own copyright claims." Malibu Media LLC v. John Doe subscriber assigned IP
address 24.183 .51.58, No. 13-CV-205-WMC, 2013 WL 4821911, at *5 (W.D. Wis. Sept. 10,
2013).
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C. THE HISTORY OF ABUSIVE ONLINE COPYRIGHT LITIGATION

Copyright trolling tactics were arguably first modeled by the
Recording Industry Association of America (RIAA), a trade group
that represents the interests of a group of U.S. record labels."'
Around 2003, the RIAA began suing users of peer-to-peer file
sharing services to stop them from illegally downloading music. 84 The
RIAA sued numerous Doe defendants through many separate court
filings." The RIAA initially used the subpoena power afforded by the
DMCA to obtain customer information from ISPs.86 The Court of
Appeals for the District of Colombia ultimately stopped that dragnet
approach to ISP subpoenas, calling RIAA's argument "silly," as it
sought to treat ISPs merely as conduits in order to gather all
information stored or passed through ISP servers.7

The RIAA developed a five-step process for copyright
enforcement: (1) determine that copyrighted contents were illegally
copied or distributed, (2) file suit against numerous Doe defendants,
(3) ask the court for subpoena power over ISP customer records, (4)
send out settlement demand letters, and (5) wait for either
acquiescence to the letters or default judgments against no-show
defendants.8 Copyright trolls now roughly apply the following model:
sue many Doe defendants at once, use the subpoena power to extract
customer information, send demand letters to the customers related
to the IP addresses BitTorrent scanners determined were involved in
infringing activity regardless of having actual proof of wrongdoing by
the individual, and settle with each alleged infringer for less than the
cost of the potential statutory penalty or attorney's fees.

III. THE HARMS GENERATED BY COPYRIGHT TROLLING TACTICS

The volume of lawsuits copyright trolls file is not the problem.
Rather, the problem is the revenue-via-infringement motive for filing
the lawsuits that does not support the underlying purpose of
copyright law-to promote the useful arts.9 In order to successfully
promote the development of the arts, courts protect copyright

83. About: RIAA, REC. INDUS. Ass'N OF AM.,
http://www.riaa.com/aboutus.php?content-selector=about-who-we-are-riaa (last visited Apr 11,
2015).

84. Michael Hiltzik, A Federal Judge Takes on 'Copyright Trolls,' L.A. TIMES (Apr. 9,
2013), http://articles.latimes.com/2013/apr/09/business/la-fi-hiltzik-20130410.

85. RIAA v. The People: Five Years Later, ELEC. FRONTIER FOUND. (Sept. 30, 2008),
https://www.cff.org/wp/riaa-v-people-five-years-later.

86. 17 U.S.C. § 512(h) (2012) ("A copyright owner or a person authorized to act on the
owner's behalf may request the clerk of any United States district court to issue a subpoena to a
service provider for identification of an alleged infringer.").

87. Recording Indus. Ass'n of Am., Inc. v. Verizon Internet Servs., Inc., 351 F.3d 1229,
1236 (D.C. Cir. 2003).

88. Mitch Stoltz, Hollywood's Trolls, ELEC. FRONTIER FOUND. (May 1, 2012),
https://www.eff.org/deeplinks/2012/05/hollywoods-trolls.

89. Balganesh, supra note 21, at 723.
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holders' interests in their works and punish those who infringe."o
When the promotion and creation of the useful arts becomes
secondary to making money from prosecuting alleged infringers, an
unfair and unnecessary burden is placed on the courts.

Harm to copyright law occurs when lawsuits proceed based on
merely showing infringement by someone, rather than a showing of
actual damage by the accused.91 Separating the right to sue infringers
from the bundle of rights does not serve the underlying interest of the
copyright doctrine, because the doctrine's goal of promoting creation
of original works to enrich society is absent from the troll's litigation-
based business model. For example, rather than creating, protecting,
or licensing works, Prenda Law uploaded works in which they had
limited copyrights to peer-to-peer file sharing sites and simply waited
for people to infringe, baiting future infringers.92 Prenda then made
money from infringement litigation rather than selling or licensing the
works. Allowing this behavior incentivizes copyright troll tactics:
using copyrighted works as bait in the peer-to-peer file-sharing
network, which perpetuates litigation based on repeated
infringement, rather than producing and protecting original works of
authorship.

Like the troll under the bridge,93 copyright trolling tactics only
involve collecting revenue, and do not support the creation or
maintenance of copyrighted works. The statutory damages for a
single act of willful infringement are currently set at $150,000,94 while
settlement demand letters typically ask for an amount around
$3,000.91 Rather than pay for legal counsel and potentially incur the
fine, most potential infringers pay the demand. Thus, copyright trolls
profit more from repeated enforcement of a work using troll-tactics
than attempts to sell or license a work, due to the costs associated
with finding a potential buyer and negotiating an agreement.

Another harm associated with copyright troll-tactics is the toll on
the judicial system. The statutory provisions granting automatic civil
penalties for infringement provided by the Copyright Act encourage
trolls to bring lawsuits against as many Doe defendants as possible.96

These trolls abuse the courts by taking advantage of the discovery

90. Capitol Records, Inc. v. Thomas-Rasset, 692 F.3d 899, 907 (8th Cir. 2012).

91. See supra Part II.B.

92. Ernesto, Copyright Troll Ran Pirate Bay Honeypot, Comcast Confirms, TORRENT
FREAK (Aug. 15, 2013), http://torrentfrcak.com/copyright-troll-ran-pirate-bay-honeypot-
comcast-confirms-130815/.

93. See supra note 34 (describing the story of The Three Billy Goats Gruff).

94. 17 U.S.C. § 504(c)(2) (2012).

95. Kashmir Hill, How Porn Copyright Lawyer John Steele Has Made 'A Few Millions
Dollars' Pursuing (Sometimes Innocent) 'Porn Pirates,' FORBES (Oct. 15, 2012),
http://www.forbes.com/sites/kashmirhill/2012/10/15/how-porn-copyright-lawyer-john-steele-
justifies-his-pursuit-of-sometimes-innocent-porn-pirates/.

96. See Ingenuity 13 LLC v. John Doe, No. 2:12-cv-8333-ODW(JCx), 2013 WL 1898633,
at *5 (C.D. Cal. May 6,2013).
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process. Copyright trolls use the discovery process to extract
consumer information from ISPs in order to send settlement demand
letters to whomever is attached to an IP address. Trolls can join
dozens or hundreds of Doe defendants into a single complaint based
on the claim that each defendant participated in the same infringing
BitTorrent swarm.97 The mass-filing model appeals to the cost-
efficient troll by keeping filing fees low,98 and coerces alleged
infringers to settle before they can establish a defense. Mass filing
under a single claim also allows for formulaic filings because suing
only Doe defendants permits trolls to file complaints in multiple
courts without even having to change the text or cover page. Bulk
lawsuits brought under single filings also deprive courts of much
needed revenue,99 and simultaneously create complicated litigation
for the courts due to potentially dozens or hundreds of defendants
located across the country.oo For a single filing fee trolls gain access
to the court's subpoena power and can obtain the personally
identifiable information of multiple defendants. In the troll business
model, the courts are not used as the ultimate arbiter of legal rights,
but rather as a medium to obtain valuable information.

IV. PROPOSED LEGAL REFORMS TO REDUCE COPYRIGHT TROLLING

A. CHANGES BY COURTS

While each district court handles copyright troll cases in its own
manner, courts have increasingly grown more hostile to the mass
litigation filings that flow from the troll business model. Courts could
install several reforms to address and discourage copyright trolls and
troll-tactics. First, courts could disallow the use of joinder in cases
involving unnamed defendants. Second, courts could require plaintiffs
to show they have limited their subpoena requests to actual
infringers. Third, courts could require the plaintiff to show actual
damages before awarding statutory damages. Finally, courts could
educate defendants about their rights against meritless claims.

97. Joinder is allowed if the assertion of rights against each joined defendant arises out of
the same transaction and there is a question of fact or law common to all the defendants. FED R.
Civ. P. 20(a)(2).

98. As calculated by one court in which Malibu Media had brought suit against over one-
hundred Doe defendants, "IBy filing thirty-six lawsuits against 906 Doe Defendants in the
Middle District of Florida, Malibu has paid only $12,600 in filing fees, instead of $317,100 had
the claims been brought separately." Malibu Media, LLC v. Doe, 295 F.R.D. 527, 534 n.10
(M.D. Fl. 2012).

99. Copyright trolls only pay one 1iling fee even though they are joining multiple
defendants. Thus, the courts realize the revenue they would have if the lawsuits were separately
filed against each defendant.

100. See Digital Sins, Inc. v. John Does 1-245, No. 11 Civ. 8170(CM), 2012 WL 1744838, at
*3 (S.D.N.Y. May 15, 2012); Bubble Gum Prods., LLC v. Does 1-80, No. 12-20367-CIV, 2012
WL 2953309, at *4 (S.D. Fl. July 19, 2012).
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1. Disallow Joinder in Filings Involving Unnamed Defendants
One potential solution to curb the harm to court resources

caused by mass copyright litigation is for the courts to refuse joinder
of unnamed defendants, or require a clearer showing of proof that the
defendants are indeed similar enough to warrant being joined. As
outlined extensively by the District Court of Maryland in Third
Degree Films, Inc. v. Does 1-108, district courts are split as to whether
to permit joinder for mass copyright infringement litigation claims.10'
Rule 20 of the Federal Rules of Civil Procedure allows the permissive
joinder of claims, provided that a legitimate legal commonality unites
the defendants so that they should face the same claim, in the interest
of judicial efficiency.112 The Rule, however, gives the court discretion
to allow or refuse joinder."" Courts should exercise their discretion
and require that plaintiffs file separate claims for each alleged
copyright infringer, or demand a clear showing that joined unnamed
defendants are factually linked to each claim of infringement.

2. Require Plaintiffs Bringing BitTorrent Actions to Show That They
Have Limited the Subpoena Requests to Actual Infringers

Copyright troll-tactics in the BitTorrent context use the courts to
subpoena customer information linked to IP addresses. As Judge
Wright in the Central District Court of California wrote while dealing
with Prenda Law in 2012, the problem with accusing the customer
associated with an IP address of infringement is that an "IP address
alone may yield subscriber information ... [b]ut that will only lead to
the person paying for the Internet service and not necessarily the
actual infringer."1 04 Judge Wright vacated his previous discovery
orders in the matter, quashed the subpoenas, and ordered Prenda
Law to show that a defendant was "the true infringer" and not a
falsely-accused subscriber.i0

Additionally, in Digital Sin, Inc. v. Does 1-176, the District Court
for the Southern District of New York noted that the plaintiff's
counsel estimated that 30% of the individual defendants accused of
infringement did not download the copyrighted material.106 The
Digital Sin court cited other district courts' discovery limitations in
BitTorrent cases, intended "to ensure that potentially innocent
subscribers are not needlessly humiliated and coerced into unfair

101. Third Degree Films, Inc. v. Does 1-108, No. DKC 11-3007, 2012 WL 1514807 (D. Md.
Apr. 27, 2012).

102. FED. R. Civ. P.20 (addressing permissive joinder).
103. See Robin J. Effron, The Shadow Rules of Joinder, 100 GEO. L.J. 759, 762 (2012).
104. Order Vacating Prior Early Discovery Orders and Order to Show Cause at 2-3,

Ingenuity 13 LLC v. John Doe, No. 2:12-cv-8333-ODW(JCx) (C.D. Cal. Dec. 20, 2012) (citing to
Ninth Circuit precedent stating that discovery may be denied if it would not uncover the
identities of actual wrongdoers).

105. Id.
106. Digital Sin, Inc. v. Does 1-176, 279 F.R.D. 239, 242 (S.D.N.Y. 2012).
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settlements."l07  Protective action and evidentiary requirements
should be followed by all other district courts facing copyright troll-
tactics.

Innocent parties may receive settlement demand letters that
incorrectly identify them as infringers.0 This happens when an actual
infringer accesses an innocent person's unsecured wireless router.109

Alternatively, an infringer can create a false IP address using
available software.110 The problem with creating a false IP address is
that it might actually be a real address associated with an innocent
user.11

An innocent person's IP address can also become part of an
infringement claim because the scanning methods used to indicate
infringing activity are typically indirect and monitor the sharing
behavior of particular copyrighted works, rather than directly
monitoring the activity of each user."2 This indirect method is
inherently imprecise, as it relies on circumstantial evidence to identify
infringing IP addresses. In order to use BitTorrent, a user signs into a
"tracker" which acts as an exchange point for information.113

However, by registering, the tracker automatically records the user's
IP address as part of the swarm, even if the address is not actively
uploading or downloading material.114 Or, for example, if a user is
participating in an infringing BitTorrent swarm from a laptop via
WiFi with an IP address assigned via Dynamic Host Configuration

107. Id. (issuing a protective order with respect to discovery regarding subscriber
information because the "risk of false positives" gives rise to the potential that unjust
settlements will be coerced from innocent defendants who want to avoid having their names
publicly associated with films with suggestive titles).

108. See Guide for Defendants in Mass Copyright Lawsuits (Bit Torrent FileSharing Cases),
NEW MEDIA RIGHTS (Oct. 10, 2011),
http://www.newmediarights.org/businessmodels/guide-defendants-mass-Copyrightlawsuits-bi
t torrent filesharing-cases.

109. There are no objective statistics proving the extent of unauthorized use of wireless
connections, but the practice is enough of a concern to warrant the Federal Communications
Commission's dissemination of a guide on how to secure your wireless connection. Guide:
Protecting Your Wireless Network, FED. COMM'NS COMM'N,
http://www.fcc.gov/guides/protecting-your-wireless-network (last visited Apr. 11, 2015).
Anecdotally, this story highlights the ease and dangers of leaving an IP address exposed.
Carolyn Thompson, Bizarre Child Pornography Raid Underscores Wi-Fi privacy Risks,
ASSOCIATED PRESS (Apr. 24, 2011),
http://www.nbcnews.com/id/42740201/ns/technology-and-science-wireless/.

110. See Jack Cola, How to Use a Fake IP Address & Mask Yourself Online, MAKEUSEOF
(Nov. 27, 2009), http://www.makeuseof.com/tag/how-to-mask-yourself-online-use-a-fake-ip-
address/.

111. Jeffery Antonelli, Torrent Wars: Copyright Trolls, Legitimate IP Rights, and the Need
for New Rules Vetting Evidence and to Amend the Copyright Act, ILL. STATE BAR ASS'N
SECTION ON INTELL. PROP. LAW, Oct. 2013, available at

http://www.isba.org/sections/ip/newsletter/2013/10/torrentwarscopyrighttrollslegitimat; Michael
Piatek, Tadayoshi Kohno & Arvind Krishnamurthy, Univ. of Washington, Challenges and
Directions for Monitoring P2P File Sharing Networks-or-Why My Printer Received a DMCA
Takedown Notice (June 9, 2008), available at http://dmca.cs.washington.edu/dmca-hotsec08.pdf.

112. Piatek, Kohno & Krishnamurthy, supra note 111, at 2.

113. Id.
114. Id.
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Protocol'15 (e.g., a publicly available internet connection such as a
university's wireless Internet), and closes his laptop, interrupting the
connection to the IP address, he might implicate another user
connecting to the public wireless Internet at the same time or
immediately afterwards.16 This happens because closing the laptop
suspended the BitTorrent client without an orderly notification to the
tracker that the user left." 7 The BitTorrent tracker then queries the
swarm the first user entered, and identifies the university IP
address."8 Although the original user is gone, the second user's
timestamp places her activity on the IP address concurrent with the
first user's activity.'19

Due to the circumstantial and imprecise nature of indirect
scanning, the second user might be erroneously implicated in the
original user's illegal downloading, conflating the two users into a
single user because the activities on the same IP address were close in
time.120 Thus, the second user becomes a Doe defendant simply by
logging into an IP address too close in time to the original user's
infringing activity. In the physical world, this would resemble accusing
everyone near a bank of being an accomplice to robbery merely
because they were standing in a close proximity to the crime. This
sounds absurd, but on the Internet it is possible because of the ability
to remain anonymous, an imprecision the troll business model
exploits.

District courts should require transparency and clear factual
showings in copyright infringement claims that link Doe defendants
to actual infringement and harm to the plaintiff's interests.121 Without
the requirement to separate true infringers from innocent false-
positives, copyright trolls will continue to sue indiscriminately.
Requiring trolls to show that the person receiving the settlement
demand letter is actually at fault would reduce the number of Doe
defendants and the number of falsely-accused individuals, and
alleviate the costs of mass litigation on the courts. It would also curb
the harms to the public discussed by Judge Wright and other district
courts.122 Trolls would have to be more selective in who they accuse of
infringement, and it would likely spark a shift in monitoring practices
to directly track the activity of infringing users for actual

115. A Dynamic Host Configuration Protocol (DHCP) "server is one computer on the
network that has a number of IP addresses at its disposal to assign to the computers/hosts on
that network." What is DHCB?, WHATISMYIPADDRESS.COM,
http://whatismyipaddress.com/dhcp (last visited Apr. 11, 2015).

116. Piatek, Kohno & Krishnamurthy, supra note 111, at 3-4.

117. Id.
118. See id. at 4.

119. Id.
120. Id.
121. See infra Part IV.A.2.
122. See supra Part I.B; see also infra Part IV.A.2.
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infringement. Direct monitoring is more resource intensive, and
would reduce frivolous litigation by eliminating the hundreds of Doe
defendants generated by indirect scanning methods. 123 Increasing the
costs of identifying proper defendants will likely deter non-producing
entities and trolling copyright holders away from troll-tactics.

3. Require Proof of Actual Damages Before Awarding Statutory
Damages

The copyright troll business model relies on the Copyright Act's
statutory penalties for infringement.12 4 Courts do not have the ability
to change the language of the statute, but they do have the discretion
to award the least amount of recovery permitted by the statute. 125 To
further reduce the incentive to use troll-tactics, courts should
narrowly construe the statutory definition of a "copyright owner,"
and require plaintiffs to show clear proof of ownership before
awarding statutory damages. This would impose another procedural
cost for the troll business model, and filter out claims that attempt to
enforce works not owned by the plaintiff, such as Malibu Media's
Exhibit C.126 Adding an extra hurdle increases the evidentiary burden
on copyright troll-plaintiffs before they can access customer
information via ISP subpoenas, and also increases the total cost of
litigation. The heightened burden will reduce the number of mass
litigation type copyright lawsuits, because the greater costs would
disincentivize the dragnet style of litigation.

4. Make Trolling More Expensive
The copyright troll business model is revenue-driven. Cutting

costs in order to increase revenue informs many of the common troll-
tactics-not producing the property in which it claims rights; paying
one filing fee for a claim implicating dozens or hundreds of
defendants; using standard form claims and form settlement demand
letters; and using aggressive language in those settlement demand
letters. In order to disincentivize troll-tactics, courts should require
mass copyright litigation plaintiffs to post bonds against the
defendant's litigation expenses or to incur other financial
undertakings before they may pursue their claims. This approach
would discourage a business model focused on low-cost revenue
generation. A troll would only be able to file as many claims as it had
funds available for bonds. Additionally, the troll would be at risk of

123. See supra Part II. "Without better technology, prosecuting illegal BitTorrent activity
requires substantial effort in order to make a case. It is simply not economically viable to
properly prosecute the illegal download of a single copyrighted video." Ingenuity 13 LLC v.
John Doe, No. 2:12-cv-8333-ODW(JCx), 2013 WL 1898633, at *4 (C.D. Cal. May 6,2013).

124. 17 U.S.C. § 504 (2012). See also Luke S. Curran, Copyright Trolls, Defining the Line
Between Legal Ransom Letters and Defending Digital Rights, 13 J. MARSHALL REV. INTELL.
PROP. L. (2013); James DcBriyn, Shedding Light on Copyright Trolls: An Analysis of Mass
Copyright Litigation in the Age of Statutory Damages, 19 UCLA ENT. L. REV. 79 (2012).

125. 17 U.S.C. § 504(c)(2) (2012).

126. See supra notes 75-80.
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losing the bond if it lost its case, which would discourage filing
frivolous lawsuits, the use of shell companies, and lying to the court-
all risky activities when threatened with the possibility of sanctions or
costs and fees levied against the bond.

Courts should also award costs and attorney's fees to false-
positive defendants who prove legitimate innocence. A court may, at
its discretion, award court costs and attorney's fees to the prevailing
party in a copyright infringement case.127 Although the prevailing
plaintiff typically requests costs and attorney's fees, the court has the
power to award costs and fees to the prevailing defendant.128 For
example, in AF Holdings LLC v. Navasca, a Doe defendant was sent
a settlement demand letter and chose to defend himself in court
rather than settle the case.129 The defendant filed a motion to require
an undertaking pursuant to California Code of Civil Procedure §
1030, to secure an award of costs and attorney's fees.130 The court
granted the motion, and in order to continue prosecution of the suit,
AF Holdings was required "to post an undertaking in the amount of
$50,000."'13 This procedure is another mechanism to attack the cost
effectiveness of bringing mass claims, because plaintiffs risk both
losing money and obtaining a "bad actor" label in the courts.

Furthermore, if defendants and courts use the sanctions provided
in Rule 11 of the Federal Rules of Civil Procedure as a viable threat,
trolls would ensure they were bringing claims against actual
infringers, reducing the harm from dragnet tactics. For example,
Prenda Law dissolved after courts began to issue Rule 11 sanctions32

against it for bringing frivolous claims and lying to the court.133 Courts
should be more willing to impose sanctions on the use of troll-tactics
to further curb the harms associated with such tactics. Imposing
sanctions may dissuade copyright holders from using troll-tactics, and
it would also generate revenue for the courts.

B. STATUTORY CHANGES

A long-term solution to the use of troll-tactics in the court

127. 17 U.S.C. § 505 (2012).

128. This was famously confirmed in Fantasy, Inc. v. Fogerty, 94 F.3d 553, 560 (9th Cir.
1996), where the court stated that "awarding attorney's fees to a prevailing defendant is within
the sound discretion of the district court informed by the policies of the Copyright Act."

129. AF Holdings LLC v. Navasca, No. C-12-2396 EMC, 2013 WL 450383 (N.D. Cal. Feb.
5,2013).

130. CAL. CIV. PROC. CODE § 1030 (West 2015).
131. AF Holdings, 2013 WL 450383, at *4.
132. See Ingenuity 13 LLC v. John Doe, No. 2:12-cv-8333-ODW (JCx), 2013 WL 1898633

(S.D. Cal. May 6, 2013); Lightspeed Media Corp. v. Smith, No. 12-889-GPM, 2013 WL 6225093,
at *5 (S.D. Ill. Nov. 27, 2013) (granting fees and costs to the defendant for claims that the
plaintiff knew were baseless from the start).

133. See Erin Fuchs, America's Most Notorious 'Porn Trolling Collective' Has Imploded,
Bus. INSIDER (Aug. 6, 2013), http://www.businessinsider.com/prenda-law-dissolves-after-
sanctions-2013-8.
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ultimately requires statutory reform by Congress. Copyright trolls
operate by exploiting the copyright system, specifically relying on
copyright law's broad definition of an "owner," and the high statutory
penalties granted for infringement. The judicial system's limited
resources should not be spent aiding the troll-tactic of gaining user
information through subpoenas. Additionally, although district courts
are aware of the current troll-tactics, the trolling business model will
likely continue to evolve. As Judge Wright stated, "Plaintiffs have
outmaneuvered the legal system. They've discovered the nexus of
antiquated copyright laws, paralyzing social stigma, and unaffordable
defense costs."l3 4 The courts should not be responsible for tracking
and managing trolling's future incarnations.

Congressional action provides the uniform and systemic legal
change in the law necessary to entirely disrupt the copyright trolling
business model. Congress should require plaintiffs to plead actual
damages rather than allowing them to choose whether to seek actual
damages, which they have the burden to prove, or statutory damages,
whose minimums are set and are not discretionary to the court.
Congress should change the legal standard to require the plaintiff to
show some evidence of actual damage, rather than merely claim at
the pleading stage that infringement has occurred, with damages
assumed.'35 Requiring plaintiffs to show actual damages in the initial
pleadings would permit courts to exclude frivolous claims.

Congress should also forbid the use of subpoenas to extract
customer information solely for the purpose of sending a coercive
settlement demand letter.3 6 Congress should amend the Copyright
Act to require plaintiffs' to show in the pleadings that prior to filing a
suit in court, it utilized other methods to mitigate damage to its
copyrights, such as sending DMCA take-down notices.'13 This would
require plaintiffs to demonstrate the legally requisite ownership
interest that it has in protecting the work from unauthorized access,
and not merely concern with collecting damages from infringement.
Also, plaintiffs should have to show that they have reasonably pre-
screened defendants for false-positives by utilizing the "six strikes"
procedure afforded by the Center for Copyright Information's (CCI)
Copyright Alert System (CAS). 13 8 Under the CAS, rights holders are

134. Ingenuity 13, 2013 WL 1898633, at *1.
135. 17 U.S.C. § 504(c)(1) (2012).
136. See FED. R. Civ. P. 45(a)(1)(C)-(D).

137. See supra note 73.
138. Daniel Nazer, The Copyright Alert System, ELEC. FRONTIER FOUND. (Feb. 28, 2013),

https://www.eff.org/deeplinks/2013/02/six-strikes-copyright-alert-system-faq; see also Copyright
Alert System FAQs, CENTER FOR COPYRIGHT INFO.,
http://www.copyrightinformation.org/resources-faq/copyright-alert-system-faqs/ (last visited
Apr. 11, 2015) ("Under the CAS, users will be sent a maximum of six Alerts with an increasing
degree of seriousness. In general, there are two Educational Alerts, two 'Acknowledgement'
Alerts that require a response from the Subscriber, and two 'Mitigation' Alerts that impose
minor consequences to emphasize the seriousness of the problem.").
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able to monitor peer-to-peer networks and alert ISPs to alleged
infringement of their works.13 9 By using the CAS system, rather than
the trolls' individual scanning systems, the CCI effectively becomes a
neutral gatekeeper between the plaintiff and the alleged infringer.
Currently, the CAS system sends infringement notices filed by
copyright owners to ISPs, who in turn send an alert to the customer
associated with the infringing IP address listing the date, time, and
title of the allegedly infringed work.14 0 If an IP address owner has
been falsely-accused of infringement, she can contact her ISP.141 This
warning system allows the IP address owner to protect herself if her
IP address has been misused or if indirect scanning methods have
returned her as a false-positive, before she is named as a Doe
defendant in a copyright infringement suit.

Centralizing the peer-to-peer infringement scanning system,
rather than trolls using scanning software to identify and record
allegedly infringing IP addresses, will also result in better monitoring
and reduce the number of false-positives. Evidence of actual
infringement would be more easily attained if the CAS had a record
of the consistently infringing IP address, and copyright holders could
then directly monitor specific IP addresses for infringement.
Required use of the CAS would eliminate the troll's need for the
court's subpoena powers to gain user's contact information and,
consequently, eliminate the risk of a troll abusing the subpoena
power. It would also preempt the harm of mass filings against IP
addresses, and increase the overall effectiveness of lawsuits against
actual infringers.

CONCLUSION

Congress should reform copyright law while the word "troll" still
carries the weight of public concern, and while district court judges
are writing stinging rebukes of attorneys and clients using troll-tactics.
The public and Congress recognize the similarities between copyright
and patent trolling.142 Copyright trolling harms the courts, as well as
the innocent private citizens who submit to the troll's extortionist
demands. Courts are burdened with mass litigation lawsuits that trolls
withdraw from as soon as they extract the customer information
needed to generate settlement demand letters. Currently, some adult
films rights holders employ abusive copyright troll-tactics, but if
Congress does not deter the use of trolling tactics, more mainstream
copyright holders will likely find the ability to generate revenue
through cheap litigation appealing. Congress should act now to

139. Copyright Alert System FAQs, supra note 138.
140. Id.
141. Id.

142. WHITE HOUSE REPORT, supra note 1, at 9-10.
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discourage the use of copyright troll-tactics to reduce the harms
flowing from such abusive tactics, and to reaffirm the original intent
of the copyright clause.




